SPOOFED EMAILS (UBF

- Look for slight
variation in spelling

l of email addresses
or domain name

We need to change
your beneficiary
details for your
company's payment

Wow, | just saved myself from becoming

Any instructions received to change future
a victim of fraud!

payment beneficiaries to be verified with
the customer (callback) .

: I will contact

the supplier
directly!

Always verify payment instructions received via email or phone call

Cross-check such instructions with involved parties, particularly for changes in beneficiary
details callback

- Remain vigilant for even the slightest variation in spelling within email addresses or
domain names




